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ABSTRACT

One of the crucial assets in every organization is information
so making its protection through robust information security
processes is indispensable. COBIT and ISO/IEC 27001 are key
reference frameworks for managing information security,
providing organizations with tools to implement controls
that are appropriate and assess security risks. Within the
COBIT framework, information security management is a
core element of IT, focusing on ensuring the resource's
integrity, confidentiality, and availability. Given that COBIT’s
approach to managing information security aligns with the
principles of the ISO/IEC 27001 standard, integrating ISO/IEC
27001 into a COBIT-based infrastructure is an ideal strategy
for effective information security management. To facilitate
their complementary use, mapping COBIT processes to
ISO/IEC 27001 controls has proven highly advantageous. In
this paper, we want to explore the significance of
information security in COBIT and outline a method for
mapping COBIT processes to ISO/IEC 27001 controls to
enhance the effectiveness of information security
management.
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1. INTRODUCTION

In the era of globalization, information security and information technology (IT)
governance have become critical factors in determining the operational success of an
organization. Along with the increasing dependence on technology, the risks related to
information security and IT management are also increasingly complex and diverse.
Organizations are faced with the challenge of managing and protecting their information
assets from various threats, both internal and external.

According to the National Cyber and Crypto Agency (BSSN) report, Indonesia experienced
88 million cases of cyber attacks from early 2020 to April 12, 2020. Of that number, 56% were
identified as trojan activity attacks, 43% of which involved information gathering efforts, and
1% were attacks via web applications [1]. By the end of 2020, the number of cyber attacks
had soared to 495 million, with the majority involving trojan activity and data theft [2]. This
shows an increase of 205 million cases compared to 2019 which recorded 290 million
incidents [3].

Organizations have to implement information security to maintain their operations. to
prevent the loss of confidentiality, integrity, and availability. Information security includes
protecting data throughout its lifecycle—from creation to disposal—through logical,
technical, physical, and organizational measures [4]. Effective implementation of information
security ensures specific protection that helps organizations achieve their goals [5]. A survey
in the UK showed that 74% of organizations in the technology sector consider high-level
security to be an important concern for senior management [6].

Cybersecurity, a subset of information security, focuses on protecting information assets
from threats to data processed, stored, and transmitted through interconnected systems [7].
To improve information security in an organization, specific controls are needed to assess the
effectiveness of cybersecurity measures. Frameworks such as COBIT and ISO 27001 are
commonly used to audit and measure cybersecurity levels [8]. However, the unique needs of
each organization often limit the application of these frameworks [1].An effective IT
governance and information security management framework is essential to help
organizations achieve their strategic objectives while making sure of the integrity and security
of data. Two of the most well-known and widely used frameworks in this area are COBIT
(Control Objectives for Information and Related Technologies) and ISO/IEC 27001. While both
aim to improve information governance and security, their approaches and focus differ
significantly.

COBIT, developed by ISACA, is a framework that provides comprehensive guidance on IT
governance and management. COBIT provides a structure that enables organizations to
achieve their business objectives through effective IT management. The framework covers
various aspects of IT, including risk management, internal control, and regulatory compliance.
COBIT is designed to help organizations ensure that IT supports and enhances their business
strategy.

ISO/IEC 27001, on the other hand, is an international standard that specifies requirements
for an information security management system (ISMS). This standard is designed to help
organizations manage and protect their information through the systematic and structured
implementation of policies and procedures. ISO/IEC 27001 emphasizes the importance of risk
management and ongoing information protection, ensuring that organizations can address
and mitigate the impact of information security threats.

Although both frameworks share the same ultimate goal of improving information security
and governance, their approaches differ. COBIT focuses more on the overall governance of
IT, including how IT can support the achievement of business objectives and the management
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of IT risks in general. Meanwhile, ISO/IEC 27001 focuses on managing information security
through the implementation of an internationally recognized ISMS.

Organizations are often faced with the dilemma of choosing the most appropriate
framework for their needs. Understanding the differences, advantages, and disadvantages of
each framework is an important step in making the right decision. This study aims to provide
a comparative analysis between COBIT and ISO/IEC 27001.

2. METHODS

In this study, a comparison and mapping of features within the cybersecurity framework
are conducted using descriptive methods. The analysis utilizes various sources from existing
literature, including scientific journals, books, articles in mass media, and statistical data as
the primary references [9]. Specifically, this study focuses on comparing and mapping two
widely recognized standards for measuring information security: COBIT and ISO 27001. Both
standards offer unique advantages and disadvantages, which are analyzed qualitatively using
the STRIDE threat model.

3. BASIC CONCEPT
3.1. COBIT Framework

Control Objectives for Information and Related Technology (COBIT) is a framework of
best practices for IT governance developed by the Information Systems Audit and Control
Association (ISACA) and the IT Governance Institute (ITGI) [10]. COBIT equips IT managers,
auditors, and users with a set of widely accepted metrics, indicators, processes, and best
practices. Its purpose is to help maximize the benefits obtained from IT while establishing
appropriate governance and control mechanisms within an organization. The mission of
COBIT is to support managers, auditors, and users in understanding their IT systems and
determining the required levels of security and control to safeguard enterprise assets by
implementing an IT governance model [10]. COBIT is highly versatile and can be applied across
a variety of contexts, addressing security and other risks associated with IT usage.

From COBIT's perspective, enterprise governance (the systems used to manage and
control an organization) and IT governance (the systems used to manage and control an
organization’s IT) are tightly interlinked. Enterprise governance cannot function effectively
without proper IT governance, and vice versa. While IT can enhance and influence
organizational performance, it must operate within a framework of adequate governance.
Similarly, business processes rely on information from IT processes, requiring the effective
management of this interdependence [11].

The aims of COBIT framework is to provide management with a robust model of IT
governance that enables the control and management of information and technologies that
are related. This describe how IT supplies the information business objectives needed to
achieve. This is facilitated by 34 high-level control objectives, each associated with an IT
process, organized into four primary domains. The framework also identifies key information
criteria—effectiveness, efficiency, confidentiality, integrity, availability, compliance, and
reliability—as well as critical IT resources, including personnel, applications, technology,
facilities, and data, which are essential for supporting business objectives. The IT Governance
Institute has defined the core components of the COBIT framework as four domains,
structured according to the PDCA cycle, as shown in Figure 1 [12].
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Figure 1. COBIT Domain

Information security that are effective requires a cohesive combination of management,
security, and governance processes to organize, plan, and mitigate the security risks of an
organization’s information. COBIT offers a comprehensive management, governance, and
process framework for implementing and managing information security. It outlines effective
practices, processes, and control objectives for operating and managing IT systems, including
the posture of their security. Organizations that adopt this framework report enhanced
capabilities in delivering high-quality services to their customers, along with improved
measurement and fulfillment of confidentiality, availability, and integrity requirements.
COBIT emphasizes in every business function the importance of integrating security. While
only one COBIT process (DS5) is specifically focused on security, security-related control
objectives are distributed across processes in all domains. The baseline document of COBIT
security [13] Identifies the main overarching COBIT control objectives concerning information
security within the four domains of the framework.

3.2 I1SO/IEC 27001 Framework

ISO/IEC 27001 originated from a code of best practices published by the UK Department of
Trade and Industry in 1989, which eventually evolved into BS7799 [14]. This standard outlines
the requirements for the operation, monitoring, assessment, maintenance, establishment,
implementation, and continuous improvement of a documented Information Security
Management System (ISMS), considering the organization's overall business risks. ISO/IEC
27001 specifies the criteria for implementing security controls tailored to the organization’s
needs or specific departments. The goal of the ISMS is to support the selection of suitable and
proportional security controls to protect information assets and enhance trust with
stakeholders.

The standard’s requirements are organized into 11 clauses encompassing 39 objectives
and 133 controls [15][16].

ISO/IEC 27001 outlines how organizations should address confidentiality, integrity, and
availability requirements for their information assets, integrating these principles into their
ISMS [17][19]. This global standard is widely adopted by commercial and governmental
organizations as a foundation for managing policies and implementing information security
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measures. It is used by organizations of various sizes—small, medium, and large—across
diverse industries. Its design ensures flexibility, making it applicable to all types of
organizations, and it has become the de facto “common language” for managing information
security [15][16].

The standard introduces a cyclical model that aims to establish, implement, monitor, and
improve the effectiveness of an organization known as the “Plan-Do-Check-Act” (PDCA)
model The PDCA cycle has the following four phases as shown in Figure 2.

® Plan — establish the ISMS: Develop and define the policies, objectives, processes, and
procedures necessary to establish an Information Security Management System
(ISMS). This step involves identifying and managing risks to ensure that the outcomes
align with the organization's overarching policies and objectives while aiming to
enhance information security [10].
Do — implement and operate the ISMS Execute and manage the established ISMS
policies, controls, processes, and procedures to ensure their effective application in
safeguarding information security [18].
Check — monitor and review the ISMS: Evaluate and measure the performance of
processes against the established ISMS policies, objectives, and practical experiences.
Report the findings to management to facilitate review and ensure continuous
improvement [20].
Act — maintain and improve the ISMS: Implement corrective and preventive actions
based on insights from internal ISMS audits, management reviews, or other relevant
data. This ensures the ongoing enhancement and effectiveness of the ISMS [4].

Plan
Interested Interested
Raes S Establish . e
{— ISMS e
il
| Implement and Maintain and »
1 Do operate the ISMS improve the ISMS Act !
, | 25
\ s ] |
N » 3 Monitor and [ // Y
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Figure 2. PDCA Model in ISMS Process

Table 1 below serves as a comprehensive overview of the key components necessary
for establishing, implementing, maintaining, and continually improving an information
security management system (ISMS) in alignment with ISO/IEC 27001.

Table 1. ISO/IEC 27001 Control Objectives.

Controls Control Objectives

A.5 Security policy A.5.1 Information security policy

A.6 Organizational information security A6.1
A6.2 External parties
A.7 Asset Management A7.1
A.6.3 Information classification
A.8 Human resources security A8.1
A.8.2 During employment
A6.4 Termination or change of employment
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A.9 Physical and environmental security A9.1
A.6.5 Equipment security
A.10 Communications and operations management A.10.1
3.3 STRIDE

STRIDE is a threat modeling method used in security analysis to identify and categorize
different types of security threats. STRIDE is an acronym for Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege [21]. This
methodology helps in systematically analyzing potential threats across a wide range of
systems, including cyber-physical systems, automotive security, distributed software-defined
network applications, control systems, and computer network security [21]. The STRIDE
model helps in detecting and preventing threats by guiding Spoofing (a threat to
authentication where an unauthorized entity pretends to be a legitimate entity), Tampering
(athreat to integrity where data or systems are altered unauthorizedly), Repudiation (a threat
to accountability where an entity can deny actions that have been taken), Information
Disclosure (a threat to confidentiality where information is leaked to unauthorized parties),
Denial of Service (a threat to availability where a service or system becomes unavailable to
authorized users), and Elevation of Privilege (a threat to authorization where an entity is
granted higher access rights than it should be). The explanation can also be seen in Figure 3.

STRIDE-

LM Threat Property Definition Controls
s Spoofing Anthentication I.nlpcm?nal ing someone or Authcm!cial,nn hm.rc.»:‘ §lm|.ng
something Authentication mechanisms
- Crypto Hash, Digital
T Tampering Inlrlgn.ly‘l ) Modifying data or code watermark/ isolation and
Access Controls
access checks
R Repudiation Non-repudiation (‘I.'mlmng to have not performed a  Logging infrastructure, full-
specific action packet-capture
Information . . as Exposing information or data to S -
I Disclosure Confidentiality unauthorized individuals or roles Encryption or Isolation
— i ailabili - - e Redundancy, failover, QoS,
D Denial of Service  Availability Deny or degrade service Bandwidih throtile
y Elevation of Authorization / Gain capabilities without proper R“A,( : I.)M L. MAC; Sudo,
E . . - UAC, Privileged account
Privilege Least Privilege authorization .
protections

Figure 3. Figure of Explanation STRIDE Threat Model

4. RESULTS AND DISCUSSION

The key distinction lies in their focus between COBIT and ISO 27001: ISO 27001 is dedicated
only to information security, while COBIT addresses broader aspects of information
technology controls. Consequently, COBIT has a wider scope encompassing general IT
governance but lacks the requirements of detailed security provided by ISO 27001. If an
organization implements all ISO 27001 security controls, it would inherently address a
significant portion of COBIT, particularly the DS5 section, which focuses on system security.
However, COBIT extends beyond security to include various aspects of IT governance, often
forming part of a broader corporate governance framework.

Information security management is one critical area in COBIT , which ensures the integrity,
confidentiality, and availability of resources. Since ISO/IEC 27001 also covers these areas and
incorporates the PDCA cycle as a foundational structure, integrating ISO/IEC 27001 within the
COBIT framework is an effective approach to managing information security.

To facilitate the complementary use of these frameworks, mapping COBIT processes to ISO
27001 control objectives proves highly beneficial. This mapping provides an integrated
method for using both frameworks together in information security management. By aligning
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ISO 27001 controls with COBIT processes, organizations can achieve cost efficiencies, better

risk management, and reduced overall risk.

parameters align.

Table 2. Mapping of ISO/IEC 27001 and COBIT to STRIDE Threat Model.

The mapping involves analyzing each COBIT process and identifying its corresponding ISO
27001 Annex A control objectives. Table 2 illustrates the relationships between the domains
of ISO/IEC 27001:2005 and COBIT processes, detailing how their subjects and control

No ISO/IEC 27001 COBIT 2019 STRIDE Threat Model
1 Management direction for EDM (Evaluate, Direct, and | - Information
information security Monitor) Disclosure
2 Internal organization EDM | - Information
Disclosure
3 Mobile devices and teleworking EDM T - Tampering
Before employment APO 07 (Manage Human S - Spoofing
Resources)
5 During employment APO 07 S - Spoofing
Termination and change of APO 07 S - Spoofing
employment
7 Responsibility for assets BAI 09 (Manage Assets) | - Information
Disclosure
8 Information classification BAI 09 | - Information
Disclosure
9 Media handling BAI 09 T - Tampering
10 Business requirements of access DSS 05 (Manage Security) T - Tampering
control
11 User access management DSS 05 S - Spoofing
12 User Responsibilities DSS 05 S - Spoofing
13 System and application access DSS 05 T - Tampering
control
14 Cryptographic controls DSS 05 | - Information
Disclosure, T -
Tampering
15 Secure areas DSS 05 T - Tampering
16 Equipment DSS 05 T - Tampering
17 Operational procedures and DSS 01 (Manage Operations) T - Tampering
responsibilities
18 Protection from malware DSS 05 | - Information
Disclosure, T -
Tampering
19 Backup APO 14 (Manage Availability) T - Tampering
20 Logging and monitoring DSS 05 S - Spoofing, T -
Tampering
21 Control of operational software DSS 05 T - Tampering
22 Technical vulnerability management DSS 05 | - Information
Disclosure, T -
Tampering
23 Information systems audit MEA 04 (Monitor, Evaluate, S - Spoofing

considerations

and Assess)

DOI: https://doi.org/10.17509/coelite.v3i2.73228

p- ISSN 2829-4157 e- ISSN 2829-4149


https://doi.org/10.17509/coelite.v3i2.73228

Setiawan et al., Mapping ISO 27001:2013 and COBIT 2019 Framework to STRIDE Threat Modeling Using Qualitative ... | 62

24
25

26

27

28
29

30

31

32
33
34

35

Network security management

Information transfer

Security requirements of
information systems
Security in development and
support processes
Test data

Information security in supplier

relationships
Supplier service delivery
management
Management of information
security incidents and

improvements

Information security continuity

Redundancies

Compliance with legal and
contractual requirements
Information security reviews

DSS 05 T - Tampering
DSS 05 | - Information
Disclosure
APO 13 (Manage Security) S - Spoofing
APO 04 (Manage S - Spoofing, T -
Development) Tampering
APO 14 T - Tampering
APO 10 (Manage Supplier S - Spoofing
Relationships)
APO 10 S - Spoofing
DSS 05 | - Information
Disclosure, T -
Tampering
DSS 04 (Manage Continuity) T - Tampering
DSS 04 T - Tampering
MEA 03 (Monitor, Evaluate, S - Spoofing
and Assess Compliance)
APO 13 S - Spoofing

The following Table 3 provides a detailed overview of these mappings, highlighting
the alignment between the standards and the threat model to enhance organizational
security posture.

Table 3. Scenario Example of Threat

No Scenario Threat ISO/IEC 27001 COBIT 2019 STRIDE
1 Data Theft Spoofing 11. User Access DSS 05 (Manage S — Spoofing
through (S) Management Security)
Unauthorized
Access
2 Malware Attack  Tampering  18. Protection from DSS 05 (Manage | - Information
on the System (m Malware Security) Disclosure, T —
Tampering
3 Non-compliance Spoofing  34. Compliance with  MEA 03 (Monitor, S — Spoofing
with regulations (S) Legal and Evaluate, and
Contractual Assess
Requirements Compliance)

In scenario 1, attackers gain unauthorized access to a system due to inadequate access
controls. This poses a significant risk of data theft. By mapping the ISO/IEC 27001 standard,
specifically the user access management controls, and the COBIT 2019 framework,
particularly the DSS 05 domain focused on security management, organizations can
implement stricter access controls and user management protocols. This ensures that only
authorized individuals have access to sensitive information and reduces the risk of data theft
through unauthorized access.

Scenario 2 involves malware infiltrating the system, causing damage, or accessing
sensitive information. Such an attack can lead to data tampering and information disclosure.
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By implementing the controls outlined in ISO/IEC 27001 for malware protection and
leveraging the security management practices from COBIT 2019, organizations can prevent
their malware attacks and enhance their ability to detect them. These measures include
robust malware protection strategies and continuous security monitoring, which help
safeguard systems from malicious software.

In scenario 3, an organization fails to meet applicable regulatory requirements, which
can result in fines or reputational damage. By clearly mapping the requirements of ISO/IEC
27001 and COBIT 2019, organizations can ensure better compliance with legal and contractual
obligations. The ISO/IEC 27001 standard emphasizes compliance with regulatory
requirements, while COBIT 2019’s MEA 03 domain focuses on monitoring, evaluating, and
assessing compliance. Together, these frameworks provide an approach that is
comprehensive to maintain compliance and mitigate the risks associated with regulatory non-
compliance.

5. CONCLUSION

Information security is essential for safeguarding organizational assets. Given that no
single approach can guarantee complete security, implementing benchmarks or standards is
crucial to ensure sufficient security levels, optimize resource usage, and adopt best practices.
Frameworks like COBIT and ISO/IEC 27001 can serve as a combined foundation for
establishing a robust information security process. To leverage the complementary nature of
these frameworks, COBIT processes can be aligned with the control objectives of ISO/IEC
27001. This paper provides a comparison between the two frameworks, illustrating how their
alignment can assist organizations in reducing costs while ensuring adequate security levels,
managing risks efficiently, and lowering overall risk exposure. Furthermore, this mapping
helps mitigate misunderstandings and inconsistencies between IT and Audit. Future efforts
will focus on creating a comprehensive, cost-efficient framework to balance the
implementation of ISO/IEC 27001 and COBIT processes in organizations.
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