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system to malware attacks, especially on servers that are the main
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ishing,

(Security Information and Event Management) framework in
handling cyber incidents. The SIEM framework enables an
investigation or digital forensics process that includes monitoring,
correlating, and analyzing incidents. Meanwhile, NIST 800-61 Rev
2 aims to analyze the investigation process or digital forensics of
cybercrime cases and generate digital evidence. The results of this
study show that malware cyberattacks tend to be silent and do not
show any anomalies on the server. Digital forensic evidence is
presented to detect the veracity of a malware attack.
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1. INTRODUCTION

In an increasingly advanced digital era, server networks are one of the main foundations
in managing information and operating organizational systems, both in the government,
education, health, and financial sectors. The development of this technology provides many
conveniences, but it also opens a gap for cybersecurity threats, especially malware attacks.
Malware is malicious software designed to damage, infiltrate, or steal data from computer
systems and networks. It can take the form of viruses, trojans, worms, spyware, ransomware,
and adware [1][2][3][4][5]. Malware cyberattacks have increased significantly every year,
both in terms of number and complexity. In Indonesia, malware-based cyberattacks have
targeted various sectors, including educational institutions, hospitals, and financial and
service companies [4]. Many of these attacks are not detected early due to limitations in
monitoring systems as well as a lack of awareness and preparedness from network managers.
Therefore, early detection of malware is a crucial aspect of maintaining digital infrastructure
security.

One of the evolving methods for dealing with cybersecurity incidents is the National
Institute of Standards and Technology (NIST) approach that offers a systematic framework for
responding to security incidents. SIEM (Security Information and Event Management) is a
technology that supports incident detection and response in real time by combining log
analysis, data correlation, and system monitoring [6][7][8][9]. Meanwhile, NIST Guide 800-61
Rev 2 provides a structural approach to handling incidents such as malware attacks, which
includes four main stages: preparation, detection and analysis, containment, eradication and
recovery, and post-incident activity [4][10]. The application of the NIST 800-61 Rev 2 method
integrated with the SIEM system is expected to detect and analyze malware attacks more
effectively and efficiently. With SIEM technology, organizations can gain comprehensive
visibility into network activity and proactively identify indications of attacks.

Much research has been conducted in the domain of digital forensics and network security,
including malware investigations and system hacking. However, most of these studies have
focused on the static analysis aspect and have not integrated the NIST incident response
method thoroughly. For example, Kurniawan & Riadi examined Cerber ransomware analysis
but only focused on network behavior without compiling a complete incident response flow
[5]. Firmansyah's research presents forensic analysis on virtual routers using the NIST
approach, but has not incorporated a SIEM-based approach to strengthen detection in real
time [11][12][13]. Similarly, Ramadhan studied ARP poisoning attacks using the NFGP model,
but focused on post-mortem analysis and Quality of Service measurement, rather than early
detection [6][14][15][16].

Other research, such as by Azmi & Deris, uses the Deep Packet Inspection (DPI) approach
to detect ransomware, but the approach is technical and has not been structured in a
standard framework such as NIST. This shows that there is still a void in research that
combines the NIST 800-61 Rev 2 framework with SIEM capabilities as an automated detection
and response system to malware [1][16][17][18]. This research can be used as a foundation
for building a malware detection and response system that is able to identify threats quickly
and accurately with the support of standard frameworks and advanced technology. Given
that modern malware is increasingly sophisticated in tricking traditional security systems,
early detection and forensic analysis based on the NIST 800-61 Rev 2 framework is crucial.
According to Amsor, digital forensics plays an important role in law enforcement in the digital
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realm, but it will only be effective if the forensic system is able to identify and secure digital
evidence from the beginning of an incident [19][20][21][22].

Conventional malware detection systems often function only reactively. The addition of
SIEM capabilities in incident management can help perform automated detection, log
evidence collection, and in-depth data correlation [23][24][25][26]. As stated by Butarbutar,
the implementation of the NIST framework has proven effective in structuring the stages of
network forensics, but it needs to be optimized with a system capable of analyzing network
traffic in real time [10][27]. In addition, Nofiyan's research shows that the use of NIST
methods for phishing forensic analysis can help investigate attack patterns [7][28][29].
However, the approach is still manual and has not been integrated with SIEM technology. Use
of SIEM This research is the main differentiating aspect that strengthens the urgency of the
research, because in addition to adopting standard forensic methods, this research also
addresses challenges in the effectiveness of actual malware detection.

Investigating malware cyberattacks is very important because malware is malicious
software specifically designed to damage, infiltrate, or steal data and confidential information
from computer systems and networks. This research aims not only to detect and analyze
malware cyberattacks. But also to present forensic evidence that can be used as a reference
for policy makers in securing confidential data and information, both from within computer
systems and through networks.

2. METHODS

This research uses a systematic and responsive approach using the SIEM (Security
Information and Event Management) framework based on NIST 800-61 Rev 2. The steps of
this research are as follows, as shown in Figure 1:

Collection Examination Analysis

Figure 1. Research Stages Using the NIST Method

2.1. Data Collection

Collecting data on malware attacks is done by handling evidence and the digital evidence
acquisition process. Evidence handling is the process of separating digital evidence on
malware attacks from other attack evidence processes. In this process, malware attack data
is labeled according to the standardization set in an organization/company. This labeling
process is used to facilitate the forensic investigation stages that will be carried out. Next, the
data will be moved to the storage location. This moving process is called the digital evidence
acquisition process. The digital evidence acquisition process is carried out by moving log files
or records of malware attack activity to a predetermined storage medium. The process of
retrieving malware attack activity records can be done live forensically. Live forensic is a
process of retrieving malware attack data that is carried out while all networks and systems
are running, as shown in Figure 2.
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Figure 2. Network Investigation Acquisition Process

2.2. Examination

In the investigation process, forensic investigators examine log files or records of attack
activity that are investigated as anomalies in malware attacks on a system or network. This
investigation process can be done and identified early through the Wireshark application. In
contrast to DoS (Denial of Service) attacks, which can be identified directly by the compaction
of traffic or network traffic that is different from usual. Malware cyberattacks tend to be silent
and require special expertise in the utilization of in-depth forensic tools.

2.3. Analysis

The analysis in this study uses SIEM or Security Information and Event Management
based on NIST 800-61 Revision 2 from the National Institute of Standards and Technology.
SIEM or Security Information and Event Management is a comprehensive approach to
managing information security and identifying with a response to security threats. SIEM
combines technology and identification processes in collecting resources, analyzing an
activity log on a network, and reporting security data from various sources, including logs,
network devices, software, and the use of applications or other software on both desktop,
mobile, and virtual devices.

NIST 800-61 Revision 2 is the best forensic investigation guide published by the National
Institute of Standards and Technology to keep an organization or company able to
effectively and efficiently maintain and handle data and information leaks. Data and
information leaks can result in security incidents, either from malware attacks or other
cyberattacks that disrupt the course of business processes in an organization or company,
as shown in Figure 3.
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Figure 3. Stages of Network Forensic Analysis Using the SIEM Method Based on NIST 800-61

rev 2

The steps of the SIEM method based on NIST 800-61 Rev 2 are as follows:
1. Preparation

Preparation is an investigative process to identify the resources and personnel involved in
responding to a data and information security incident, as well as the development of
an incident response plan. The forensic investigator determines the incident response

plan regarding the steps to deal with a malware attack.
2. Detection and Analysis

Detection and Analysis is a stage that involves detecting and collecting information
about information security incidents that occur. Forensic investigators use a variety of

forensic tools to detect malware attacks and analyze malware attacks.
3. Containment, Eradication, and Recovery

Containment, Eradication, and Recovery is the process of reacting to the detection and
evaluation of malware/ransomware, which involves containment of the incident,
eradication of the cause of the incident, which is malware, and recovery of information
systems and data. This stage guides the forensic investigator in determining the
appropriate mitigation in dealing with the attack. If at this stage no mitigation can be
found, the process will return to the previous stage, namely the Detection and Analysis
stage. Then continue to enter this stage again. The Detection and Analysis stage and the
Containment, Eradication, and Recovery stage will continue to repeat until they find

mitigation or anomalies that occur on the network.
4.Post-Incident Activity

Post-Incident Activity is the process of analyzing the incident response to identify any areas
forimprovement, as well as updating the incident response plan and training personnel.
At this stage, the forensic investigator creates a report on the ransomware/malware
attack and conducts an evaluation to safeguard the system and avoid another

malware/ransomware attack.

2.4. Reporting

The reporting stage is the process of presenting the results of the analysis that has been
carried out on malware cyberattack records. Findings and analysis related to evidence of

malware cyberattack records in detail are attached to this reporting document.

3. RESULTS AND DISCUSSION

This research uses network investigation data released by malware traffic analysis with the

code 2017-01-28. The identification results are:

3.1. Victim Computer Detection (Forensic Investigator)

The results of the identification of information on the victim's computer or the computer

used by the forensic investigator are as follows described in Table 1:
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Table 1. Victim Computer Description

Identification Name Computer on Log
File
IP Address 172.16.4.193
Host Name Stewie_PC
MAC Address 5c:26:0a:02:a8:e4

Windows User Account Name  STEWIE-PC

3.2. Network Traffic Identification

The network evaluation results in the log file code 2017-01-28 do not show any
anomalies or attacks that burden the network with the presence of large-scale data or
information transmission. The results of the investigation of network traffic that looks
normal can be seen in Figure 4 below.
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Figure 4. Network Traffic Investigation Results

3.3. Malware Identified in Wireshark Application

Malware detection can be done through the Wireshark application. Filter data using HTTP.
request. Suspicious activity usually comes from domains with unusual endings, such as [dot]
top. In Figure 5, it is explained that the anomalous data in the log file code 2017-01-28 can
be p27dokhpz2n7nvgr.1jw2Ix.top and several other files.
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Figure 5. Anomaly Detection in Wireshark Application

3.4. Malware, Ransomware, and Trojans Identified on Any Run App

Checking using any run application obtained information that the log file code 2017-01- 28
contains the domain p27dokhpz2n7nvgr.-1jw2Ix.top. This domain is a domain associated with
Cerber malware, ransomware, and trojans as shown in Figure 6.

General Info

URL:

Full analysis:

http://p27dokhpz2n7nvgr.1jw2ix.top
https://app.any.run/tasks/2dd8bddd-b48e-42a4-8e04-f7d48024d2b7

Verdict: Malicious activity
Threats: Cerber Ransomware Trojan

Analysis date:

Cerber is a Ransomware-as-a-Service (RaaS) that appeared in 2016, spread quickly and has beer
encryption, offline capabilities, and sophisticated evasion techniques. It primarily targets enterpr
encrypting their data and demanding ransom payments in Bitcoin. It also targets everyday users
the risk of their permanent loss.

May 07, 2020 at 16:07:57

0s: Windows 7 Professional Service Pack 1 (build: 7601, 32 bit)

Tags: (trojan ) ( ransomware ) (_cerber )

Indicators: ®

MDS5: 67DFE03933DF5375AF299E0FD689317E

SHA1: A20354343D5922804AC264CC7821CA45CF78DB22

SHA256: 3BB74DCS560EDDC929852C7972B4F5BA9573E9DA7C436BC3F8410F70096B4A359
SSDEEP: 3:NTKOXyK4xLJA:COXyxLK

Figure 6. Any Run Application Testing Results
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3.5. Ceber Ransomware Identified in Hybrid Analysis Application

Another test on the log file code 2017-01-28 was using the hybrid analysis application. The
test results show that p27dokhpz2n7nvgr.-1jw2Ix.top is a domain containing Cerber and
ransomware with a threat score of 100/100 and AV Detection of 30%. However, BforeAl
analysis shows that the domain is clean and 0% of malware. The results of the investigation
and analysis with the hybrid analysis application can be seen in Figure 7.

Analysis Overview ARoquost Roport Dolotion
name:  hpi//p: 7nvgrijw2ixtop/ m
Size: 598 Threat Score: 100/100
wee:  [EJO AV Detection: 33%
Mime: text/plain _
Submitted At:  2017-07-05 20:39:49 (UTC) [
Last Anti-Virus Scan:  2024-02-1112:22:08 (UTC) [ x o | @@uink | o e-vasa |

Last Sandbox Report: 2024-02-N12:21:35 (UTC)
e - &

0 Community Score@ 0

Anti-Virus Results &
uriscaniio & ScamAdviser CleanDNS & BforeAl &
Url Scan Analysis Domain Scam Score Alleged Domain Abuse Reports Domain Score
No Result No Result No Result Clean (0%)
X No Additionsl Data X No Additional Data X No Additional Data X No Additional Data
Criminal IP &

Score
Missing Results

X No Additional Data

Figure 7. Results of Investigation and Analysis of Hybrid Analysis Application

But Falcon Sandbox has another report. Falcon Sandbox reports that the domain
p27dokhpz2n7nvgr.-1jw2lx.top is malicious. Repot's Falcon Sandbox analysis can be seen in
Figure 8 below.

Falcon Sandbox Reports (3) @ Charactoristics Logend | | i= Show All As List | | & Submit
& Windows 10 64 bit S Windows 7 64 bit S Windows 7 32 bit
€021416d621657be38756366¢8f67... €021416d621657be38756366¢8f67... €021416d621657be38756366¢8f67...
February Tith 2024 12:21:35 (UTC) May 26th 2018 15:47:58 (UTC) April 17th 2017 15:08:27 (UTC)
Malicious Malicious No Verdict

Threat Score: Labeled As: Threat Score: Labeled As: Threat Score: Labeled As:
100/100 - 100/100 Malicious site 19/100 -
fes Ch isti lea Ch isti i ch istics:
[+ ]2] o] 28 oo| 28 2] e 28

4 Falcon Sandbox Technology

Hybrid Analysi by Falcon Easily Deploy and Scale Extensive Coverage

Upgrade to a Falcon Sandbox license and gain full Process up to 25,000 files per month with Falcon Expanded support for file types and host

access to all features, IOCs and behavior analysis Sandbox; because it is delivered on the cloud- operating systems.
reportsData. native Falcon Platform, Falcon Sandbox is

operational on Day One.

Learn More!

Figure 8. Falcon Sandbox Analysis Results on Hybrid Analysis Application
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3.6. Cerber Ransomware Identified in Total Virus App

The log file code 2017-01-28 was then tested using virus total. The test results show that
the log file contains a ransomware-type network trojan named cerber. The results of the total
virus application analysis can be seen in Figure 9.

Potential Corporate Privacy Violation
Attempted User Privilege Gain
A Network Trojan was detected

Detection of a Denial of Service Attack

+ + + + +

Misc activity

Suricata Alerts
4+ Not Suspicious Traffic
+ Potentially Bad Traffic
— A Network Trojan was Detected
ET TROJAN Possible Downadup/Conficker-C P2P encrypted traffic UDP Ping Packet (bit value 16) [2009208]
ET CURRENT_EVENTS Evil Redirector Leading to EK Jul 12 2016 [2022962]
ET CURRENT_EVENTS RIG EK Landing Sep 12 2016 T2 [2023196]
ET CURRENT_EVENTS RIG EK URI struct Oct 24 2016 (RIG-v) [2023401]
ET TROJAN Ransomware/Cerber Checkin M3 (15) [2023626]
ET TROJAN Ransomware/Cerber Onion Domain Lookup [2023690]
ET TROJAN W32/Cerber.Ransomware CnC Checkin M4 [2023695]
ET CURRENT_EVENTS RIG EK URI Struct Mar 13 2017 [2024048]
ET CURRENT_EVENTS RIG EK URI Struct Mar 13 2017 M2 [2024049]
ET CURRENT_EVENTS Evil Redirector Leading to EK March 15 2017 [2024092]

v

+ Attempted Denial of Service

+ Misc activity
Figure 9. PCAP File Analysis With Virus Total Application

3.7. Phishing Domains Identified in Kaspersky

Malware identification was also performed using the Kaspersky application. The results of
the identification and detection of the log file code 2017-01-28 were declared clean by
karspersky. The results of the investigation and analysis can be seen in Figure 10 below:
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Reportfor hash
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v Clean
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Hits - Format pcap
Firstseen — Size 3.10 MB (3248565 B)
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Detection names ©
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Dynamic analysis summary ©
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Figure 10. Results of Investigation and Detection of Malware in log files by Karspersky

However, Kaspersky warned of a web phishing attempt on the domain p27dokhpz-
2n7nvgr.1jw2Ix.top. The results of the analysis and investigation can be seen in Figure 11.

Report

Report for domain

p27dokhpz2n7nvgr.1jw2ixtop

B Dangerous
Summary
IPvd count 11 Hits = 1,000
Filecount =10 Created 4 Feb, 2024
URLcount =1,000 Expires 4 Feb, 2025

Categories  Phishing

WHOIS ©

Domainname  ljw2ixtop

Domain status - clienttransferprohibited,pendingdelete,,

Created 4Feb, 2024
Updated 16 Mar, 2025
Paid until 4Feb,2025

Domain Tjw2ixtop
Registration organization REDACTED FOR PRIVACY

Registrar name: dynadotinc

Regisrarinfo  dynadotinc
IANAID 472

Email -

nsL.dy ns2.dy

Figure 11. Investigation and Detection Results of p27dokhpz2n7nvgr.1jw2Ix.top by
Karspersky
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3.8. Potential and Threat of Cerber/Cerberus Malware Operation

Analysis of the mitre attack application showed that cerber/cerberus has been used in
private operations for two years. This malware is a banking trojan whose use can be rented
on forums and black markets. Some of the actions that can be performed by this cerber or
cerberus trojan are as follows:

1.

Noubkbwn

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.

Cerberus communicates with the C2 server using HTTP.

Cerberus can update the malicious payload module on command.

Cerberus hid its icon from the app vault after its first launch.

Cerberus disabled Google Play Protect to prevent its future discovery and removal.
Cerberus can remove itself from the device on command.

Cerberus can record keystrokes.

Cerberus can generate fake notifications and launch overlay attacks against attacker-
defined applications.

Cerberus can inject inputs to grant itself additional permissions without user
interaction and to prevent app deletion.

Cerberus can collect the location of the device.

Cerberus pretends to be the Adobe Flash Player installer.

Cerberus communicates with C2 using HTTP requests over port 8888.

Cerberus uses string blurring techniques and standardized payloads.

Cerberus can obtain the device's contact list.

Cerberus can collect messages, information, or data from a device.

Cerberus can send messages, information, or data from the device.

Cerberus can obtain a list of installed applications.

Cerberus can collect device information, such as default apps and device locale.
Cerberus avoids analysis by only activating the malware after recording a certain
number of steps from the accelerometer.

4. CONCLUSION

The conclusion of the research investigating malware cyberattacks on server networks
using the SIEM method based on NIST 800-61 Rev 2 is as follows:
1) Malware attacks tend to be invisible in network traffic, but malware can transfer data

from the target computer to the attacker's computer.

2) Some forensic investigation applications may not be able to identify malware in attack

logs or log files. However, the foresight and experience of the investigator are the key
milestones in conducting a malware investigation.

3) In reporting evidence data in the form of attack records or log files, evidence of analysis

and detection of malware attacks can be attached.

4) Cerberus malware cyberattacks pose a more dangerous threat than Denial of Service

(DOS) attacks because cerberus malware attacks are capable of stealing confidential
information and data.
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