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AT

The implementation of information technology at POLITAP,
intensively carried out since 2019, has consumed quite a bit
of budget and resources, has a risk of failure, and in the
future will become increasingly complex following the
growth of the organization. This investment is expected to
be directly proportional to the improvement of the
organization's business processes and the achievement of
organizational goals, thereby providing a competitive
advantage for the organization. IT governance is a form of
good corporate governance. For this reason, IT governance
analysis is an important thing to do in the POLITAP
environment. This research aims to analyze the maturity
level of the implementation of information technology
infrastructure at POLITAP using the COBIT 2019 framework.
Maturity level analysis was carried out on the capability
level assessment of four domains, namely, EDM, APO, BAI,
and DSS. Based on the assessment results, the average
capability level of the four domains is at level 1. Therefore,
the maturity level of IT governance at POLITAP is at the
initial level, which means that the overall goals of the
organization have not been focused on being achieved
because the IT governance process has not been properly
organized. good and complete.
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1. INTRODUCTION

The modern digital era makes information technology an important part of a modern
organization. Since 2019, Ketapang State Polytechnic (POLITAP) has intensively begun
developing and implementing information technology to support organizational business
processes, especially in the fields of academic and non-academic administration. The
implementation of information technology in the POLITAP environment has proven to have a
significant impact. The process of accessing, storing, sending, and processing information
becomes more effective and efficient, thus encouraging improvements in the organization's
business processes.

The implementation of information technology at POLITAP continues to this day, of course
it has used up quite a bit of budget and resources, has a risk of failure, and in the future will
become more complex following the growth of the organization. POLITAP's investment in
information technology development is expected to be directly proportional to the
improvement of the organization's business processes and the achievement of
organizational goals, thereby providing a competitive advantage for the organization. For
this reason, information technology governance (IT governance) is an important thing to do
within the POLITAP environment.

IT governance is a manifestation of good organizational governance (good corporate
governance) (Andrianti & Astri, 2020). IT governance is the process of ensuring harmony
between information technology and an organization's business objectives through the
formulation of policies and strategies for implementing information technology which is the
responsibility of the organization's management (Wu et al.,, 2015). IT governance provides a
basic structure that links and harmonizes IT processes, IT resources, and the information
needed by an organization to implement its strategy to achieve the goals it wants to achieve.
Through the implementation of good IT governance, organizations will gain profits, optimize
risks, and optimize resources (Bayastura et al., 2021).

To determine the alignment between the implementation of information technology and
the goals to be achieved by POLITAP, it is necessary to carry out an IT governance analysis
using the COBIT framework. This will help the organization to find out the extent of the
organization's maturity level in using information technology (maturity level) and identify
deviations in the implementation of information technology. IT governance analysis using
Control Objective for Information & Related Technology (COBIT) has been widely carried out
and the results of the recommendations help organizations to improve information
technology governance to be more effective and efficient (Hakim et al., 2015; Saleh et al.,
2021; Haay & Sitokdana, 2022; Putra & Wijaya, 2022; Ikhsan et al., 2021; Nachrowi et al.,
2020).

The COBIT framework provides general steps and best practices used to help use
information technology in accordance with organizational goals. COBIT 2019 is the latest
version of COBIT which was built and developed with the principle of explaining the core
requirements of an IT governance system, as well as the principles of using governance
performance measures used to build a governance system for an organization. COBIT 2019
developed by ISACA is an improved version of COBIT 5 (Purwono, 2023) with 6 principles,
namely, provide stakeholder value, holistic approach, dynamic governance system,
governance distracted from management, tailored to enterprise needs, and end-to-end
governance system. Based on the results of research conducted by Kaban (Kaban, 2009),
COBIT has a compromise between horizontal and vertical dimensions that is better than
other standards.
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This research aims to analyze the maturity level of the implementation of information
technology infrastructure at POLITAP using the COBIT 2019 framework. It is hoped that the
results of this analysis can provide recommendations for improving POLITAP's IT Governance
in the future. In addition, the results of the analysis can help management understand the IT
governance system, as well as help management decide on the necessary controls (Kaban,
2009).

2. METHODS

To analyze the maturity level of information technology governance at POLITAP, several
research stages were carried out as follows:

2.1. Literature Study

At this stage, a study of the COBIT 2019 framework and a study of POLITAP business
documents were carried out.

2.2. COBIT 2019 Process

At this stage, business objectives are identified and COBIT 2019 governance processes are
identified that are appropriate for the organization. Identification of the organization's
business objectives is carried out using interview techniques. Interviews were conducted
with POLITAP management, namely, Director, Deputy Director 1, Deputy Director 2, and
Deputy Director 3 to determine the priority goals of the organization and to get a
comprehensive picture of information technology management currently running in the
organization. The COBIT 2019 governance process is aligned with the priority objectives to
be achieved by the organization so that appropriate governance objective domains are
found. There are several changes in the COBIT 2019 framework when compared to COBIT 5
as in Table 1.

Table 1. Comparison of COBIT 5 and COBIT 2019 (Syuhada, 2021)

No Points of Difference COBIT5 COBIT 2019
1 Factor design Has no design Has design factors
factors
2 Principle 5 principles 9 principles; 6 principles of

governance system and 3
principles of governance

framework
3 Process domain Called the IT Called IT governance
governance objectives
process
37 domains 40 domains
4 Goal cascade 5 goal cascades | 4 goal cascade, alignment of
company goals with IT goals
5 Maturity level Capability level | Capability level and maturity

level
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No Points of Difference COBIT 5 COBIT 2019
6 Governance Enablers Governance system
components

COBIT 2019 provides a flexible framework for enterprise IT governance, incorporating the
latest methods and technological evolution, and includes new guidance on data
management, as well as continuously updated with specific topics focused on in a coherent
manner, such as security, risk, DevOps, and small business or intermediate (see Figure 1).

The governance and management objectives in the COBIT 2019 framework consist of five
main domains (Saleh et al., 2021), namely:

a. EDM (Evaluate Direct Monitor), the governance area evaluates strategic options,
then provides direction to senior management on the selected strategic options and
monitors the selected strategic achievements. Consists of 5 processes.

b. APO (Build Acquire Implement) discusses the overall organization, strategy and
supporting activities for information technology. Consists of 14 processes.

c. BAI (Build Acquire Implement), discusses how to define, acquire, and implement
information technology solutions and their integration in business processes. Consists of 11
processes.

d. DSS (Deliver Service Support), discusses 6 operational delivery processes and
information technology service support.

e. MEA (Monitor Evaluate Assess), discusses 4 processes, namely monitoring
performance and conformity of information technology with internal performance targets,
internal control objectives and external requirements.

COBI T
PRINCIPLES ‘ PRINCIPLES
Governance System _Governance Framework

1. Provide

2 3. Dynamic Skl 2. Open and

Stakeholder w"."‘c Governance e Flexible
Value System
4. Governance 5. Tailored to 6. End-to-End 3. Aligned to
Distinct From Enterprise ‘Governance Major Standards
Management Needs System

Figure 1. COBIT 2019 Principles

Maturity level analysis was carried out on five domains, namely, stakeholder involvement,
management support, financial support, internal organizational effects, IT personnel
management and IT structure. These five domains were chosen because they are critical
factors that influence the success of IT Governance in an organization (Alreemy et al., 2016).

2.3. Data Collection and Processing

At this stage, the data needed to analyze the maturity level will be collected using the
guestionnaire method. The capability questionnaire is used to analyze the maturity level of
organizational information technology governance prepared in accordance with the COBIT
2019 guidelines (Haay & Sitokdana, 2022; Lompoliu et al., 2022) (see Figure 2).
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The process achieves its purpose, is well
defined, its performance is measured to
improve performance and continuous
impravement is pursued
The process achieves its purpose, is nell defined, and its
performance s (quantitatively) measured
The process achieves its purpose in 8 much more organized way using
organizational assets. Processes typically are well defined
The process achieves its purpose lhrough the apphcauon of a basic, yet complete, set of
activities that can be characterized as performed.

r The process more of less achieves its purpose through the application of an incomplete set of activities that
c initial or Y 0rg:

- Lack o any basc capabilty
0 + Incamplete approach to address governance and management purpose
+May or may not be meeting the intent of any process practices

Figure 2. COBIT 2019 Capability Level.

The assessment scores used to analyze the results of the capability level questionnaire
are as follows:

N: the level of ability achieved is less than 15%, score 1.

P: level of ability achieved between 15% to 50%, score 2.

L: level of ability achieved between 50% to 85%, score 3.

F: the level of ability achieved is more than 85%, score 4.

2.4. Formulation of Recommendations and Conclusions

At this stage a conclusion is formulated based on the results of the IT governance
maturity level analysis. In addition, a recommendation is proposed to improve information
technology governance for the organization. It is hoped that these results can be used by the
organization to achieve its goals and be useful for encouraging organizational progress (see
Figure 3).

Optimizing—The enterprise is focused
r on continuous improvement
Quantitative~The enterprise is data driven, with quantitative
performance improvement
ged—PI; g and take place, although not yet in a
standardized way.

r Initial-Work is completed, but the full goal and intent of the focus area are not yet achieved.

0 Incomplete—Work may or may not be completed toward achieving the purpose of governance and management objectives
in the focus area.

Figure 3. COBIT 2019 Maturity Level.
3. RESULTS AND DISCUSSION

Based on the results of interviews with POLITAP management, POLITAP's business
objectives are generally stated in the 2020-2024 POLITAP Strategic Plan document which has
5 objectives, namely:

(i) Produce human resources who are capable and master applied science and
technology in the fields of agriculture and mining in the context of regional development
and national development;

(ii) Produce applied research that is beneficial for the development of science and
technology, the world of business and industry and society; And

DOI: https://doi.org/10.17509/j¢s.v511.70791
e- ISSN 2723-4088



https://doi.org/10.17509/jcs.v5i1.70791

Atimi and Ruhibnur, Maturity Level Analysis of Politap’s Information ... | 32

(iii) Producing community service based on applied technology and services to improve
community welfare;

(iv) Produce an education management system that meets the principles of good
governance; And

(v) Producing graduates who have noble character, ethics, superior competence, and are
competitive, both at the national and international levels.

However, POLITAP's current priority goals are increasing the use and infrastructure of
information technology to support organizational business services as well as improving the
quality of human resources, both educational and teaching staff. It is hoped that this will
encourage the achievement of POLITAP's overall goals. These priority objectives are then
aligned with five important domains in IT governance and also based on the existing
domains in COBIT 2019, namely, stakeholder involvement and internal organizational effects
including in the EDM domain, management support and financial support including in the
DSS domain, IT personnel management including in the APO domain, and IT structure
management is included in the BAI domain. The domain components that are considered
important for assessing capability levels are as follows:

(i) EDMO2 Ensured benefits delivery, to assess the impact of IT implementation on the
organization.

(ii) APOO7 Managed human resources, to assess human resource governance in
supporting IT implementation in the organization.

(iii) BAIO4 Managed availability and capacity, to assess IT availability to support the
organization's business services.

(iv) BAIO9 Managed assets, to assess the IT asset management process in the
organization.

(v) DSS01 Managed operations, to assess IT operational procedures (provision of
infrastructure, environment, and facilities) in the organization.

(vi) DSS04 Managed continuity, to assess organizational policies in supporting the
continuity of IT services for the organization.

The results of the EDM01, APOQ7, BAIO4, BAIO9, DSS01 and DSS04 questionnaires are
shown in Table 2.

Table 2. Capability Level Assessment Results

Domain Average (maks. 4) Capability Level
EDMO02 2.46 2
APOO7 1.22 1
BAIO4 1.25 1
BAIO9 1.25 1
DSS01 0.54 0
DSS04 1.16 1

From Figure 4 the majority of domains are at capability level 1 (APOO7, BAIO4, BAIO9,
DSS01, and DSS04) except for the EDM02 domain which is at capability level 2 with an
average value of 2.46 and the lowest average value is in the DSS01 domain with a value of
0.54 or capability level 0. This means that there are still a lot of IT activities at POLITAP that
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are not yet equipped with complete supporting documents so that the governance process
is not well organized. Support for the continuity of IT service operations at POLITAP such as
employees with IT expertise, availability and continuity of IT activities, and IT asset
management is carried out without clear operational standards. The DSSO1 domain which
relates to managing operational procedures, managing IT services, monitoring IT
infrastructure, managing IT facilities and managing the IT environment at POLITAP is still not
implemented.

Bagian 1. Penilaian Tingkat Kemampuan/Capability Level 1
Aktivitas yang dilakukan kurang lebih telah melalui

serangkaian kegiatan yang tidak lengkap, yang dapat dikategorikan sebagai kegiatan awal
atau kegiatan yang bersifat intuitif - tidak terlalu terorganisir.

Temuan
No Aktivitas Tata Kelola

N|P | L F
APO07.01 Memperoleh dan Mempertahankan Staf yang Memadai dan Sesuai

Evaluasi kebutuhan staf secara teratur atau jika ada perubahan
besar. Memastikan fungsi POLITAP dan TI memiliki sumber daya
1 yang memadai untuk mendukung tujuan dan sasaran POLITAP,
proses dan kontrol bisnis, dan mendukung I&T inisiatif secara
memadai dan tepat.

Menjaga proses rekrutmen dan retensi personel bisnis, dan T
2 | sejalan dengan kebijakan kepegawaian POLITAP secara
keseluruhan dan prosedur.

Menetapkan pengaturan sumber daya yang fleksibel, seperti
5 | transfer penggunaan, kontraktor eksternal, dan pengaturan

layanan pihak ketiga, untuk mendukung perubahan kebutuhan
bisnis.

Menyertakan pemeriksaan latar belakang dalam proses rekrutmen
Tl untuk karyawan, kontraktor, dan vendor. Luas dan frekuensinya

ini harus pada dan/atau
kekritisan fungsi.

APO07.02 Identifikasi Personel Utama Tl

Sebagai tindakan pencegahan keamanan, berikan pedoman
1 mengenai waktu minimum liburan tahunan yang harus diambil oleh

Figure 4. APO 07 Questioner example.

Based on the results of the capability level assessment, it can be taken that the average IT
governance capability level at POLITAP is still at level 1, which means that the governance
process carried out achieves organizational goals through implementing a series of activities
that are incomplete or not very organized. Therefore, the IT governance maturity level value
at POLITAP is currently at the initial level.

4. CONCLUSION

The maturity level of IT governance at POLITAP is at the initial level, which means that the
overall goals of the organization have not been focused on being achieved because the IT
governance process has not been well organized and complete. This level needs to be
increased further in the future by carrying out a series of IT activities in an organized manner
by providing supporting documents that become operational standards for IT activities. This
document is very necessary and needs to be immediately prepared as a standard that is
adhered to in POLITAP's internal environment so that the process of providing, operating,
monitoring, and maintaining IT services becomes easier to carry out and manage. Apart
from that, support is needed from POLITAP management to be able to allocate a more
effective budget to maximize IT investments that have been made to support the
achievement of POLITAP's goals.
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