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1. INTRODUCTION

The rapid advancement of technology has significantly transformed society, enhanced
convenience, and streamlined business operations. Innovations such as artificial intelligence
(Al), cloud computing, and data analytics have optimized efficiency and decision-making
across various industries (Forman, 2024). However, this increasing reliance on digital
solutions has also contributed to the rise of cybercrime, where criminals exploit vulnerabilities
to manipulate and infiltrate confidential data, causing financial losses and reputational
damage (Halal, 2023). The emergence of Cybercrime-as-a-Service (CaaS) has further
exacerbated the situation, allowing individuals with limited technical expertise to carry out
sophisticated attacks (HKCERT, 2023). In financial services, the balance between convenience
and security remains challenging, as stringent security measures can deter users, while lax
protocols expose them to cyber threats (Jara, 2022). As technology continues to evolve,
understanding the interplay between digital convenience and cybercrime is crucial for
developing effective security strategies in an increasingly digital world.

Economic globalization has intensified competition across all sectors, including
banking. Banks must prioritize customer satisfaction in this highly competitive environment,
as it significantly impacts their performance and profitability. High-quality banking services
have been positively correlated with increased customer satisfaction, which fosters loyalty
and enhances financial performance (Alallg, 2024). Furthermore, effective market
segmentation strategies allow banks to meet the diverse needs of their clients better,
improving satisfaction and competitive positioning (Osei et al., 2021). The development and
diversification of banking products and services are crucial drivers of competitiveness,
allowing banks to adapt to evolving customer preferences and maintain a strong market
presence (Chocholakova et al., 2015). Therefore, securing customer satisfaction through
service quality, targeted market strategies, and innovative offerings is essential for banks to
enhance their performance and sustain a competitive edge.

Effective communication of a bank’s cyber security measures is essential for building
and maintaining customer trust. Transparent disclosure of strategies to mitigate cyber threats
demonstrates a bank’s commitment to safeguarding client assets and addresses growing
customer concerns about data security. Research has shown that customer awareness of
cyberattacks can negatively affect their trust and commitment to online banking services,
highlighting the importance of proactive communication regarding cyber security initiatives
(Bajwa et al., 2023). Studies also indicate that the specificity and verifiability of cybersecurity
disclosures significantly influence stakeholder intentions, with detailed and credible
information fostering greater trust (Bansal & Axelton, 2023). By openly sharing their
cybersecurity practices, banks can enhance transparency, reduce information asymmetry,
and strengthen customer confidence in their ability to protect sensitive data.

In the contemporary banking sector, institutions with robust cybersecurity capabilities
often disclose their preventive measures to enhance customer trust. Transparent
communication about cybersecurity practices can significantly bolster consumer confidence
and loyalty (Panditharathna et al., 2024). Social media platforms have become effective
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channels for such disclosures, enabling banks to reach a broad audience interactively. By
leveraging these platforms, banks can disseminate information about their security protocols,
educate customers on safe banking practices, and address concerns promptly, thereby
strengthening customer relationships (Mgiba & Mxotwa, 2024).

Generation Z, typically born between 1997 and 2010, is characterized by its deep
integration with digital technologies and social media. This cohort frequently uses social
media for interaction and as a primary source of financial information, including banking
content. Studies indicate that Millennials and Generation Z increasingly turn to social media
for personal finance, such as making payments, crowdfunding, and shopping (Kansas City
Federal Reserve, 2023). Moreover, these generations often rely on social media platforms for
financial education and advice, underlining these digital channels' significant role in shaping
their financial behaviors (Kansas City Federal Reserve, 2023). Consequently, social media has
become a crucial platform for banks aiming to engage with Generation Z, disseminate
information, and foster trust with this digitally native audience.

Social media platforms, such as Instagram, Facebook, and Telegram, play a pivotal role
in information dissemination worldwide. In Uzbekistan, a developing country embracing
publicinformation flow, Telegram is the most popular platform, with approximately 18 million
users. While less widely adopted, Instagram maintains a significant presence, with around 3.7
million users, offering unique advantages like a visually engaging interface and robust tools
for brand promotion. Given the popularity of these platforms, especially Telegram, it is
imperative to conduct comprehensive studies on cybersecurity disclosures within
Uzbekistan’s social media landscape to protect user data and maintain public trust (Bright
Uzbekistan, 2024).

The relationship between cybersecurity disclosure and performance can be
interpreted from the signaling theory perspective. According to this theory, voluntary
disclosure by firms, including financial institutions, about their cybersecurity measures and
actions provides signals to the market about how organizations manage their cyber risks and
how they engage in mitigating and detecting their security breaches (Berkman H, Jona J, Lee
G, Soderstrom N 2018) These information or signals allow investors to assess the risk
management and reduce the uncertainty regarding the organization’s future cash flow,
encouraging investors to make informed investment decisions in these banks or firms, which
consequently affect their performance (Khlif H, Hussainey K 2016) and valuation (Berkman H,
Jona J, Lee G, Soderstrom N (2018), Gordon LA, Loeb MP, Sohail T 2010). In addition, more
up-to-date information regarding cybersecurity procedures in which banks disclose can signal
more security against cyber risks and crimes and a lower probability of the theft of
confidential information. This helps to convey trust to stakeholders and thus enhances the
bank’s performance.

Previous research has shown a significant negative impact of cyberattacks on bank
profitability. Erkan-Barlow et al. (2023) analyzed 120 data breaches across U.S. commercial
banks. They found that cyberattacks adversely affect profitability, with more pronounced
effects over the 12 quarters following a breach, particularly from non-hack breaches. Larger

DOI: https://doi.org/10.17509/jpak.v13i2.84467
e-ISSN 2656-3266 and p-ISSN 2337-408X (Print



Norkulov et al., Analysis of The Level of Cybersecurity Disclosure on Social Media on...| 198

and private banks experienced more substantial impacts than smaller and public banks, facing
decreased deposits and loans, and increased liquidity, contributing to reduced profitability.

While much research has explored cybersecurity disclosures and their effect on bank
performance in developed countries, there is a notable lack of studies focusing on developing
nations like Uzbekistan, a former Soviet republic. For instance, research in Bangladesh
indicates that board composition significantly influences voluntary cybersecurity disclosures
within the banking sector (Mazumder & Hossain, 2023). Similarly, studies in the MENA region
highlight the positive effect of cybersecurity disclosures on bank performance, with corporate
governance mechanisms such as a Chief Risk Officer (CRO) moderating the relationship
(Elsayed, Ismail, & Ahmed, 2024). However, research specific to Uzbekistan's banking sector
remains limited. Bekbaev and Yalgasheva (2022) discussed information security within
Uzbekistan's financial system but did not explore the impact of cybersecurity disclosures on
bank performance. This study aims to bridge this gap by examining the relationship between
cybersecurity disclosures and banking performance in Uzbekistan, considering its unique
historical and socio-economic context.

2. METHODS

This research investigates the relationship between cybersecurity disclosure on social
media and bank financial performance. Specifically, the study seeks to determine how banks’
disclosures of cybersecurity events or security-related issues on social media platforms
influence their economic outcomes, such as customer trust, reputation, market performance,
and stock value. This research's independent variable (X) is cybersecurity disclosure on social
media. This includes how banks communicate about cybersecurity issues such as data
breaches, vulnerabilities, and security improvements through social media channels.

These disclosures can be public posts, statements, or responses to cybersecurity
incidents. To describe cybersecurity disclosure on social media, the data will come from posts
on the website, and Telegram in 2023. The dependent variable (Y) is bank financial
performance. This refers to the economic indicators and outcomes that may be influenced by
how cybersecurity issues are disclosed, such as Stock price changes, Customer retention,
acquisition rates, Profit margins, Revenue, or loss linked to customer trust and behavior. The
data will come from a financial report to describe the bank's financial performance.

Table 1. Operationalisation Variable

Variable Indicators Scale
Cybersecurity Number of posting from
Disclosure on Website and Telegram Ratio
Social Media related to cybersecurity

Financial Logaritma Natural Profit Ratio
Performance

The population for this research consists of banks that have actively used social media
platforms to disclose cybersecurity-related information. The sampling technique used in this
research will be purposive sampling. The sample will be a subset of the population, consisting
of 18 banks that have had cybersecurity incidents and have made disclosures on social media.

DOI: https://doi.org/10.17509/jpak.v13i2.84467
e-ISSN 2656-3266 and p-ISSN 2337-408X (Print)



199 | JPAK: Jurnal Pendidikan Akuntansi dan Keuangan Vol 13 - No 2 (2025) 195-204

These banks will be selected based on their active social media presence, availability of data
related to cybersecurity disclosures, and financial performance over the relevant period. This
study uses a quantitative descriptive method. Data were analyzed using the Pearson
correlation test.

3. RESULTS AND DISCUSSION

Descriptive Statistic
This study aims to determine the relationship between the level of disclosure
regarding cybersecurity on social media and bank financial performance. This study was
conducted on 18 banks in Uzbekistan. The samples are as follows:
Table 2.Sample Research

No Bank No Bank

1 | NBU 10 | aloga bank

2 | SQB 11 | davr bank

3 | ANOR 12 | ziraat bank

4 | XALQ BANKI 13 | asaka bank

5 | SILK WAY BANK 14 | universal bank

6 | TBCBANK 15 | mikrokredit bank

7 | ASIA ALLIANCE 16 | agrobank

8 | TENGE BANK 17 | orient finance bank
9 | Hamkorbank 18 poytaxt bank

Of the 18 banks, nine are listed on the Tashkent Stock Exchange, and the remaining
nine are not listed. Seven of the 18 banks are state-owned, while the remaining 11 are private
banks.

Table 3.Descriptive Statistics

N Minimum  Maximum Mean Std. Deviation
CYBERSECURITY_DISC 18 2.00 40.00 13.4444 10.12988
FINANCIAL_PERFORMAN 18 58336.00 471221414.00 45890348.055 130061355.17
CE 6 811
Valid N (listwise) 18

Based on Table 3, a general overview of the data is obtained. In the disclosure of
cybersecurity on social media in the research sample, the smallest was two posts, and the
largest was 40. The average post for the entire sample was 13 posts related to cybersecurity
in this study. NBU Bank made most posts about cybersecurity. At the same time, the average
profit generated by the Bank in the sample was 45890348 (in millions). The maximum profit
amount was 471221414 generated by Microcredit Bank. The minimum profit amount was
58336. Various media are used to make disclosures on social media. In this study, two social
media were used, namely those from the company website and Telegram. The use of social
media is very high in Uzbekistan. Therefore, this study will explore further the disclosure of
both. Based on Table 4, it is obtained that the number of disclosures on Telegram reached
152 posts during 2023, while there were fewer posts on the website, only 90. Based on this,
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it is proven that the delivery of public information carried out by banks is more updated on
social media in the form of Telegram than on websites.
Table 4. Cybersecurity Disclosure

Website Telegram
90 152

This study further explores keywords that are more frequently expressed on social
media. The following are common topics used to express cybersecurity:

/ Scammers are

4

>
= : actively working, g %
S High level of introducing FT ~
= secunty themselves as system ©
o) security officers g
~| SCAMMERS BY DOING PSYCHOLOGICAL FRAUD 5
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e link
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fraudaten®™  gur promotional posts by shown

collecting

Somn w@ﬁﬁgsggggtg@ posting logos to instill trust in
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Figure 1. Cybersecurity Disclosure

using special /vour
technology,
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MN¥ 4 ASOTOSIdA

Cybersecurity is a practice or action taken to protect systems, data, networks,
programs, and devices from cyber attacks. These attacks usually aim to access, modify, steal
sensitive information, extort money, and disrupt company operations. Based on the results
of data analysis using word clouds, the themes depicted in Figure 1 were obtained. The
themes that appeared more frequently were related to the command to check the official
website regularly and change the PIN regularly. Another thing that was expressed was more
about being careful not to provide bank identity and click the link shown without analysis first.

Table 5. Correlations
CYBERSECURITY_  FINANCIAL _

DISC PERFORMANCE
Pearson Correlation 1 -.028
CYBERSECURITY_DISC Sig. (2-tailed) 911
N 18 18
Pearson Correlation -.028 1
FINANCIAL PERFORM — -
Sig. (2-tailed) 911
ANCE
N 18 18

This study used 18 banks in Uzbekistan to examine the relationship between
cybersecurity disclosure and financial performance. The results of the study showed that the
sig value (2 2-tailed) reached 0.911, which is higher than the alpha value, so that the research
hypothesis cannot prove the relationship between the two.
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Level of Cybersecurity Disclosure on Social Media on Bank Financial Performance

Financial and non-financial information is important information as a process of

corporate management accountability to the company owner. In the banking industry, digital

security is a major issue that can drive customer loyalty levels. To increase this loyalty, the

bank needs to provide information about company activities to prevent attacks in the digital

world in banking. Based on cybersecurity disclosure data in social media collected from 18

Banks in Uzbekistan, it can be mapped that the disclosures include:

1.

10.

Always check the official page address; The bank provides information that customers
must regularly check the banking applications they use. This is to anticipate the
possibility that customers will not be aware of cybercrime if checks are not carried out
regularly.Do not disclose bank card details.

Do not click on the link shown; Often, scammers do their actions by sending fake links
that shorten URL services such as bit.ly or tinyurl to hide the actual link. Cybercriminals
often do Account Login Phishing, which tries to steal login information by creating fake
pages that look like popular sites.

Scammers By Doing Psychological Fraud, Cybercriminals use social engineering
techniques to trick victims into clicking on certain seemingly trustworthy links. These
links are often designed to steal personal information like login details, passwords, or
even financial data. Therefore, people must recognize fake links and avoid potentially
harmful traps.

Scammers are actively working, introducing themselves as system security officers.
The large number of internet users has increased the number of targets for scamming.
There are perpetrators who have targeted victims who are considered to have a lot of
money, but there are also those who randomly choose victims to be deceived.

Our promotional posts involve posting logos to instill trust in Customers. They will also
engage in Catfishing, Auction Fraud, and Donation scams.

Using special technology, fraudulently collecting customer data. Cybercriminals often
engage in phishing, a scam that deceives victims by exploiting their data and
information. This information can be obtained from email, text messages, telephone,
or links.

If you find any suspicious activity on your bank account or card, please contact us
immediately.

Temporarily disabled & preventive maintenance.Banking will carry out maintenance
on an ongoing basis.

Bank Application & Teknologi SoftPOS. The bank will introduce new or additional
applications to increase the added value of banking products.

3d secure. 3DS stands for Three-Domain Secure. When someone wants to transact on
an online shopping site and uses a credit/debit card, the system will ask for an OTP or
one-time password. OTP is usually sent to the cardholder mobile phone number or via
email. So that only the cardholder concerned can know the OTP code. Many hacking
modes can be prevented when you use 3d Secure, especially online credit card data
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theft. The most common mode for hackers to steal this information is by phishing. This
method is done by directing the victim to a link similar to a popular site.

After knowing the main themes on social media regarding cybersecurity, a correlation
analysis was conducted between cybersecurity disclosures on social media and company
performance in the same year. Table 5 shows that the Sig. (2-tailed) value is greater than the
avalue (0.05), which is 0.911, meaning there is no correlation between the two variables. The
higher level of disclosure regarding cybersecurity does not correlate with increased company
profits due to increased customer loyalty. This is not in line with previous research, which has
shown a significant negative impact of cyberattacks on bank profitability. Erkan-Barlow et al.
(2023) analyzed 120 data breaches across U.S. commercial banks. They found that
cyberattacks adversely affect profitability, with more pronounced effects over the 12 quarters
following a breach, particularly from non-hack breaches. The lack of correlation can be
attributed to the amount of bank information in social media that has not been widely used
in Uzbekistan. This is evident from the fact that there are still not many financial publications
on banking performance, let alone non-financial information such as cybersecurity
disclosures, which are considered important additional information.

4. CONCLUSION

This study cannot prove the correlation between cybersecurity disclosure and bank
financial performance. This study has not been able to provide empirical evidence that the
more information provided to customers about cybersecurity will increase customer trust in
the security and convenience of transacting at the bank. Therefore, this convenience will
increase customer loyalty in transactions that benefit the bank. In the short term, it will
increase bank profits. This study has limitations because it only looks at the impact of
disclosure on profit achievement in the current year, even though this increase can begin to
be achieved after information is submitted with a certain time lag. Another limitation is that
the number of banks that provide complete information is still limited. Therefore, further
researchers can use the value of performance achievement in the following year and data
from several Central Asian countries to prevent data limitations.
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